
June 27, 2016 

Dear Mr. Micek: 

We confirm receipt of your letter and thank you for raising these important issues, sharing your 
views on areas for progress and acknowledging Yahoo’s efforts in the areas of freedom of 
expression and privacy, including the work of the Yahoo Business & Human Rights Program 
(BHRP). 

Yahoo was founded on the principle that promoting access to information can improve people’s 
lives and enhance their relationship with the world around them. Today it is clear that 
technology has transformed how we live, work and interact with one another. It’s also clear that 
as a global company, our products, technology and operating footprint have the potential to 
intersect with important human rights issues around the world. We take our role in safeguarding 
and promoting user privacy, security and freedom of expression very seriously. This is why 
we’ve made a public commitment to put our users first and work hard to deliver on that 
commitment every day. 

In 2008 we created a dedicated business & human rights program. The BHRP, which was the 
first of its kind in our industry, helps to integrate attention to the internationally recognized 
principles of privacy and freedom of expression into the decision-making processes that support 
our business operations. Our BHRP leads our company’s efforts to make responsible business 
decisions to protect and promote the principles of free expression and privacy and to actively 
engage on these important issues.  

One way we do this is through our involvement as a founding member and current Board 
member of the Global Network Initiative (GNI), a multi-stakeholder organization that works to 
protect and advance freedom of expression and privacy in the ICT sector. The GNI has 
developed Principles on Freedom of Expression and Privacy that we have committed to follow. 
We’ve worked within GNI to develop a system to assess whether we’re meeting these 
commitments and to examine the operational steps we’re putting in place related to the human 
rights issues that we impact most directly through our products, platforms and services. As part 
of this system, we undergo an assessment conducted by an independent third-party assessor 
every other year. The results of our last assessment were published in 2014 here. We also 
shared them here. We expect GNI will soon make public the results of our most recent 
assessment. 

Yahoo recognizes that a strong commitment to transparency is fundamental to putting our users 
first. This is why we publish a transparency report twice a year with information on the 
government requests we receive for user data, including national security requests, to the extent 
allowed by U.S. law. We also report on all requests to remove content that we are able to 
identify as coming from a government agency, whether pursuant to law or pursuant to our terms 
of service and community guidelines, and we provide illustrative examples of these requests.   

We have fought hard over years for the ability to share this type of information with our users. 
For example:  

• In 2007, the U.S. government amended a key law to demand user information from
online services. Yahoo refused to comply with what it viewed as unconstitutional and
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overbroad surveillance and challenged the U.S. government’s authority before the 
Foreign Intelligence Surveillance Court (FISC) in secret, classified proceedings. While 
our challenge did not succeed, we proceeded to request the declassification and release 
of once-secret documents related to our 2007-2008 case. In September 2014, over 
1,500 pages of documents were released and as of April 2016, the full record of Yahoo’s 
challenge was made available for public inspection. 

• Yahoo, along with others in the tech industry, fought hard to help insert reforms in the 
USA FREEDOM Act. Yahoo was the first company able to publicly disclose receiving 
National Security Letters as a result of this law. This was a win for transparency and is 
helping to inform our national debate around U.S. surveillance laws.  

• We continue to advocate for government laws and policies that protect user privacy, 
security and freedom of expression and that promote transparency in the United States 
and around the world. 

 
We recognize the opportunity we have to use our platform to foster an exchange of ideas about 
how companies, governments, NGOs, responsible investors, users and other stakeholders can 
work together to address the complex issues that lie at the intersection of technology and 
human rights and we’re committed to the idea that the best solutions to these issues will be 
those that take into account the views of a diverse set of stakeholders. 
 
That’s why dating back to 2013 we provided feedback and actively engaged with the Ranking 
Digital Rights Corporate Accountability Index (RDR) team in their project to evaluate companies 
based on publicly available information about commitments and policies that may impact privacy 
and freedom of expression. When the Index went live in November 2015, we welcomed its 
release and noted the potential it has to drive dialogue on how companies in the technology 
sector are realizing and acting on their responsibility for human rights and about company 
disclosures on these efforts. We also joined the conversation RDR started. We spoke at and 
attended a series of launch events held in fall 2015, and continued to encourage dialogue by 
blogging on the findings of the ranking in various forums. We also joined conversations hosted 
by the GNI and other groups, including AccessNow, to explore the issues that the ranking 
raises.  
 
This engagement is ongoing. We are actively studying, analyzing and considering the results 
and findings of RDR with respect to company transparency. We’re examining the issues at the 
core of the indicators and discussing the findings with our teams. We look forward to continuing 
this work and to continued dialogue with interested stakeholders.  
 
We thank you for taking the time to engage with us on these important issues and would 
welcome the opportunity to meet with you to discuss the specific issues you raise. 
 
Sincerely, 
 

 
 
Nicole Karlebach 
Senior Legal Counsel, Business & Human Rights, Yahoo 
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